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Solution Overview

Cisco Unified Wireless Network

As users become increasingly mobile and business ap plications become more interactive, innovative wire less services
and applications are critical in helping companies maintain agility and differentiation. Cisco Systems ® addresses the
need for enterprise-class wireless connectivity wit h the Cisco ® Unified Wireless Network. This unified wired and w ireless
solution delivers the industry’s best wireless LAN security, innovation, and investment protection. Th e Cisco Unified
Wireless Network supports real-time business-critic al applications and creates a secure, mobile, inter  active workplace
for organizations deploying WLANSs. This document in troduces the products, features, benefits, and futu re migration
plans of the Cisco Unified Wireless Network.

CHALLENGE

A worldwide revolution is occurring in business.-flienabled notebook computers are proliferatind @iving the adoption of enterprise wireless
LANs (WLANS). Unlike past technology advancemetattwere driven by technology professionals, th#aston of enterprise WLANS is being
driven by mobile users, traveling executives, véisslapplications, and advanced services like \miee IP (VolP) over Wi-Fi. The acceleration of
enterprise adoption of WLAN technology is radicatignsforming business operations, the network edigia centers, and centralized IT control.

Today’s business climate requires anywhere, anytiomectivity. Mobility changes the way organizasalo business. Real-time interaction,
instant messaging, text paging, voice servicesyar&taccess while traveling, and real-time netwackess in the office are transforming the
business environment. In an increasingly competitivsiness environment, companies need fast respans want immediate results.

WLANSs are now business-critical. End users are egibg the freedom and flexibility of wireless contigty, and business executives are
recognizing the competitive advantage of businesisa mobile applications. Organizations are agpig WLANS to increase employee
productivity, enhance collaboration, and improvepansiveness to customers.

The increasing need for anytime connectivity iatirgg new challenges for today’s networking prafasals, who must respond to the growing
demand for WLANSs in an era of tight budgets andioedl resources. These networking professionaldisecevering that in the absence of a
corporate sanctioned wireless network, employessl@ploying their own unauthorized access poirgsht the entire network at risk.

Network managers need to protect their networksostider secure WLAN access for their organizatidiisey need a wireless infrastructure that
embraces the unique attributes of radio frequeR&) (echnology and effectively supports today’sihess applications. They need to keep their
wired network secure while laying a foundationtfoe smooth integration of new applications that b wireless technology. Network managers
need a WLAN solution that takes full advantagex$ting tools, knowledge, and network resourcesost-effectively address critical WLAN
security, deployment, and control issues.
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SOLUTION

The Cisco Unified Wireless Network is the industrgnly unified wired and wireless solution to ceffectively address the WLAN security,
deployment, management, and control issues faciteggises. This powerful solution combines the k&sments of wireless and wired networking
to deliver scalable, manageable, and secure WLAMsaMow total cost of ownership. It includes imative RF capabilities that enable real-time
access to core business applications and providesp enterprise-class secure connectivity. Theddifnified Wireless Network delivers the same
level of security, scalability, reliability, easédeployment, and management for wireless LANS tinganizations expect from their wired LANs.

The Cisco Unified Wireless Network is an integraged-to-end solution that addresses all layere@f¥LAN, from client devices and access
points, to the network infrastructure, to networkmagement, to the delivery of advanced wirelesscgar integration and award-winning,
worldwide, 24-hour product support. It delivers théustry’s best wireless LAN security, innovati@md investment protection. It is the only
solution to integrate innovative access point tedbgy with an award-winning centralized managensystem, intelligent control, real-time
location services and a wide array of interoper&@ligeo Compatible client devices.

The Cisco Unified Wireless Network helps reduceralv®perational expenses by simplifying networlpldgment, operations, and management.
With this solution, several, hundreds, or thousasfd=ntral or remotely located access points @eadsily managed from a centralized management
console. The flexibility of the Cisco Unified Wiesds Network allows network managers to design mésavo meet their specific needs, whether
implementing highly integrated network designsiompde overlay networks.

Building Enterprise-Class Wireless LANs

The Cisco Unified Wireless Network is deployablearporate offices, hospitals, retail stores, maatufring floors, warehouse environments,
educational institutions, financial institutionscél and national government organizations, andrddtations worldwide. It supports Wi-Fi enabled
business applications for a variety of uses, inidlganobile healthcare, inventory management, retiitt-of-sale, video surveillance, real-time data
access, asset tracking, and network visibility.

The Cisco Unified Wireless Network enables on-thadraccess from venues such as public hotspotdshotnvention centers, and airports for
mobile users and traveling executives. It deliveed-time access to a variety of business enviratsp@roviding secure mobility and guest access
for campus and branch offices. Customers can centfig deploy the Cisco Unified Wireless Network laring that their investment is protected.

Cisco Unified Wireless Network Elements

The Cisco Unified Wireless Network is composedivé fnterconnected elements that work togetheretiver a unified enterprise-class

wireless solution. The five interconnected elemanésclient devices, a mobility platform, networkification, world-class network management,
and unified advanced services. Beginning with & ledlient devices, each element adds capabibsasetwork needs evolve and grow,
interconnecting with the elements above and beldw éreate a comprehensive, secure WLAN solutigufe 1). Cisco offers a wide range

of WLAN products to support the five interconnegtiglements of the Cisco Unified Wireless Networig(fe 2).
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Figure 1. Cisco Unified Wireless Network Elements Work Together to Deliver a Unified Enterprise-Class Wireless Solution
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Unified Advanced Services
Unified Wi-Fi VolIP, advanced threat
detection, identity networking,
location-based security, asset
tracking, and guest access.

World-Class Network Management
Same level of security, scalability,
reliability, ease of deployment, and
management for wireless LANs as
wired LANSs.

Network Unification

Secure innovative WLAN controllers.
Integration into selected switching
and routing platforms.

Mobility Platform

Ubiquitous network access in
indoor and outdoor environments.
Enhanced productivity. Proven
platform with large install base and
61% market share. Plug and play.

Client Devices

90% of Wi-Fi silicon is Cisco
Compatible Certified. Proven
Aironet platform. “Out-of-the-Box”
wireless security.
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Figure 2. Cisco Unified Wireless Network Product Portfolio

Unified Advanced Services

Cisco Unified built-in support of leading-edge applications—not
Self-Defending an afterthought. Cisco Wireless Location Appliance,
Network Cisco WCS, Cisco Self-Defending Network, NAC,

and Wi-Fi phones.

World-Class Network Management
World-class network management system (NMS) that
visualizes and helps secure your air space via Cisco WCS.

Network Unification

Network infrastructure that functions smoothly across a

range of platforms: Cisco Catalyst 6500 Series Wireless
Services Module (WiSM), Cisco Wireless LAN Controller
Module for Integrated Services Routers and Cisco 4400
and 2000 Series wireless LAN controllers.

Mobility Platform

Access points dynamically configured and managed
® ’ ! through LWAPP or operating autonomously. Cisco
\ fl L, Aironet access points: 1500, 1300, 1240AG, 1230AG,

1130AG, and 1000. Bridges: 1400 and 1300.

. : — Client Devices
M CISGO I Secure clients that work out of the box. Cisco
Compatil;le o ) Compatible and Cisco Aironet client devices.

The Cisco Unified Wireless Network is an industegding, comprehensive solution that encompassat cevices, access points, controllers,
switches and routers, world-class management, dvahaed services with enterprise-class suppaptolides solid investment protection via
a robust product portfolio, unified architecturma®th migration path to future enhancements, atehsie technology migration programs.

It supports real-time business-critical applicasi@md creates a secure, mobile, interactive workfiar organizations deploying WLANS.

Cisco Unified Wireless Network Deployment
The five elements of the Cisco Unified Wirelesswak are fundamental to building secure, successftérprise-class WLANs. Customers can
select the Cisco Unified Wireless Network elememts products that best meet their wireless netwgrkeeds. Customers can begin with client
devices and a mobility platform of autonomous ghtiveight access points and then add additionalesi¢s as their wireless networking
requirements grow.
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The Cisco solution is services-oriented. In additio full 802.11a/b/g wireless support, it includi@snediate support for advanced services like
voice, intrusion prevention system (IPS), Networkwission Control (NAC), Cisco Self-Defending Netikodynamic RF management, high-
resolution location services, and guest accesselagvanced services are built-in and ready foradiate implementation or can be deployed
over time via a phased integration. Customers @egiten and how to implement these advanced sevases] on their organizational timelines
and requirements.

Details about each element of the Cisco Unifiedelgss Network are listed below.

Client Devices

More than 95 percent of today’s notebooks are Wé+tgbled, and a diverse array of specialized Wii€nt devices are now available for industry-
specific applications. To address enterprise WLASddS, client devices must interoperate securely le#tding WLAN infrastructures and must
consistently provide the features that organizati@uuire.

Cisco Compatible and Cisco Aironet Client Devices—Cisco Compatible client devices or Cisco Aironétrd devices are strongly recommended
for the Cisco Unified Wireless Network. With moteh 90 percent of shipping client devices certiisdCisco Compatible, almost any client device
that is selected will support Cisco’s powerful atlseed features.

By providing third party tested compatibility, tdsco Compatible Extensions program helps to enfieravidespread availability of client devices
from a variety of suppliers that are interoperakith a Cisco WLAN infrastructure. More than 300 @less devices are Cisco Compatible certified
today (with more being added all the time). Morant!®0 percent of today’s notebooks are Cisco Cdbipatertified.

Cisco shows its commitment to leading innovatiorphyviding pre-standard features through the C&ompatible Extensions program to

fulfill customer’s diverse enterprise applicati@guirements. Cisco enables its partners to praofievare upgrades for Cisco Compatible mobile
devices to help ensure investment protection amijeation path to future industry standards anflitare Cisco WLAN infrastructure features.

IT managers can confidently deploy their WLANS, refethey serve different client device types, wigiaco Compatible client devices are used.

No other WLAN vendor has the ability to take adweayst of tomorrow’s enhancements today, providingatiitity to confidently deploy robust,
scalable, secure, and manageable solutions. Wétitro Compatible Extensions program, Cisco is aibbleliver next-generation WLAN
features—today.

The Cisco Unified Wireless Network also supportsfVCertified or IEEE 802.11 clients, but Cisco Guatible or Cisco Aironet client devices
are recommended for their innovative, advanceddiseified features.

M obility Platform

Organizations need secure 802.11a/b/g connecfaritW/LAN clients via access points that adheretémdards, while also delivering specialized
air/RF deployment, management, and performancaresatOrganizations also need reliable WLAN sohgitor wide-area networking for outdoor
areas, campuses, or building-to-building connegtivi

Cisco Aironet Access Points and Bridges—Cisco offers a range of enterprise-class autonoranddightweight access points and wireless bridges
designed to fit the needs of a variety of instaltaenvironments and requirements. The Cisco Airfaraily offers the broadest, most flexible line
of wireless devices in the industry, with productsthe carpeted enterprise, ruggedized environspemid challenging environments like

the outdoors.
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» Cisco Aironet Access Points—Cisco Aironet access points provide ubiquitous oekvaccess for a variety of indoor and outdoor less
environments. Customers can select to deploy Gidmmet lightweight access points or Cisco Airoaetess points operating autonomously.
Cisco Aironet is an award-winning, industry leadpigtform with worldwide market share of more ti&hpercent. It is the standard for
enterprise WLANSs. Cisco Aironet access points asfrure, manageable, and reliable wireless comitgatiith exceptional capacity, range,
and performance. They support a wide array of depémt options such as single or dual radios, iategror external antennas, and rugged metal
enclosures. Cisco Aironet access points deliverdhgatility, high capacity, security, and entesprclass features demanded by WLAN
customers. These access points come standard lwigtapd play wireless features for “zero-touch” faguration. For example:

— Cisco Aironetl000or 1130AG Series access points are ideal for offices andasienvironments which have little environmental
variability. These access points have integrateédraras that provide predictable omnidirectionalerage patterns.

— Cisco Aironetl240AG Series access points are ideal for more challgnigh environments like factories and warehouses or
above suspended ceilings which tend to requirédlexexternal antennas and rugged metal cases.

— Cisco Aironetl500Series lightweight outdoor mesh access pointyeietiost-effective, scalable deployment of securtel@or wireless
LANSs for network connections within a campus amadoor infrastructure for mobile users, or publicess for outdoor areas.

Most Cisco Aironet access points can be deploypgating either Lightweight Access Point ProtoddMAPP) or operating autonomously
(without wireless LAN controllers).

— Cisco Aironet lightweight access points are dynaittyaonfigured and managed through LWAPP. All @igdronet lightweight access
points connect to Cisco wireless LAN controlles castomers can “mix and match” access points witéir networks. Lightweight
access points provide RF access via a uniquersptita access control (MAC) architecture, wheremestiming critical functions are
managed within the access point and other funcéoasnanaged at the controller. All Cisco Airongihtweight access points support
advanced services such as fast secure roamin@ifg &nd location services for real-time netwoskhility. Location and management
services are supported by the optional Cisco Wsselecation Appliance and the Cisco Wireless Coi@ystem (WCS).

— Cisco Aironet access points operating autonomaargyndividually managed via Cisco |I0S Software| GLa web interface. Each
autonomous access point is independent and doesquite a wireless LAN controller or additionafdhaare for normal operation.
Autonomous access points can be manage@igieo\Works Wireless LAN Solution Engine (WLS&)CiscoWorks WLSE Express
CiscoWorks WLSE is a systems-level applicationnffi@naging and controlling Cisco Aironet access oamd bridges operating
autonomously. Cisco Aironet access points operairignomously may be deployed as part of the Qikified Wireless Network.
However, to receive all the advanced features amefits of the Cisco Unified Wireless Network, amers must upgrade their existing
Cisco Aironet autonomous access points to run LWARGE operate with a wireless LAN controller.

¢ Cisco Aironet Wireless Bridges—Cisco Aironet wireless bridges create a new benckifoa wireless bridging by providing a high-penfaaince
and feature-rich solution for connecting multipl&Nls in a metropolitan area or public access envitemt. These innovative bridges provide
deployment personnel with a flexible, easy-to-udat®n that meets the security requirements ofevadea networking professionals. They
support both point-to-point and point-to-multipoganfigurations with industry-leading range andmun for data rates up to 54 Mbps. For
example:

— Cisco Aironetl300Series outdoor access points/bridges can be deghlay autonomous access points, bridges, or wanzdmdges.
These devices have a ruggedized enclosure anddprbigh-speed, cost-effective wireless connectivitwveen multiple fixed or mobile
networks and clients.

— Cisco Aironetl400Series wireless bridges offer autonomous, higledpligh-performance outdoor bridging for line-aftg applications.
They provide a ruggedized enclosure that is opgdhipr harsh outdoor environments with extendedaigy temperature ranges.
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Network Unification

Integration of the wired and wireless network isical for unified network control, scalability, serity, and reliability. System wide wireless LAN
functions, such as security policies, intrusiorvprgion, RF management, QoS, and mobility mustMadable to support enterprise-class wireless
applications. Smooth integration into existing eptise networks must be readily supported.

Cisco WirelessLAN Controllers—Cisco’s solution supports a network infrastructilva functions smoothly across a range of platfoltdelivers
the same level of security, scalability, relialiliease of deployment, and management for wir¢lasls as wired LANS. It provides a solid
migration path into all major Cisco switching amaiting platforms via Cisco wireless LAN controlle@isco is the only vendor that delivers

a complete end-to-end solution that is unified mmdvative, and that provides solid investment @ctibn to help ensure a secure, mobile,
interactive workplace for the wired and wirelessamzk.

Today's wired and wireless unification occurs vittle Cisco Catalyst 6500 Series Wireless Services Mo@i&M) andCisco Wireless LAN

Controller Module for Integrated Services Rout&@isco WiSM provides unparalleled security, mapjlredundancy, and ease-of-use for business-

critical wireless LANSs. It is designed for mediuimed and large enterprise facilities with clustgraapabilities of up to 3600 lightweight access
points per roaming domain. It scales to 300 ligligiveaccess points per module with support for @0wireless client devices. The Cisco
Wireless LAN Controller module for Integrated Sees Routers allows small-to-medium businesses aisdpzises to cost-effectively deploy and
manage secure wireless LAN’s at branch officesidhages up to six Cisco Aironet lightweight acqesats and is supported on Cisco 2800/3800
Series Integrated Services Routers and Cisco 3&08sIntegrated Services Routers.

Cisco also offers two enterprise-class stand-aldaneless LAN controllers with the CiseBt00and2000Series. These stand alone controllers
fully integrate with the network infrastructuredeliver enhanced security features, enforce Qofsgmand deliver other advanced services. The
capacity of these controllers ranges from six acpeints with the 2000 Series and up to 100 aquaisss with the 4400 Series. These controllers
can be clustered together to provide support faloug00 access points per roaming domain.

Cisco wireless LAN controllers are responsiblesgstem wide wireless LAN functions, such as integtdPS, real-time RF management,
zero-touch deployment, and N+1 redundancy. Thesgalters work with lightweight access points anthanagement device to deliver enhanced
performance and advanced management capabilitieso @ireless LAN controllers provide the contisdalability, security, and reliability that
network managers need to build secure, enterpciie-svireless networks—from branch offices, to srhalinesses, to main campuses.

World-Class Network M anagement
Network managers need a reliable, cost-effectivéftr wireless LAN planning, configuration, and magement. This tool must be centrally
available and support simplified operations ang-#asise graphical interfaces.

Cisco Wireless Control System—Cisco’s world-class WLAN management interface ssitidustry-leading Cisco Wireless Control SystenC&Y.
Cisco WCS brings ease of use to wireless LAN mamagé via a centralized management tool. This platforovides a powerful foundation that
allows IT managers to design, control, and moritieir enterprise wireless networks from a centealitocation, simplifying operations and
reducing the total cost of ownership.

Cisco WCS is available today to deliver busine#icat, easy-to-use, wireless network managemesupports wireless LAN planning and design,
RF management, location tracking, IPS, and WLANesys configuration, monitoring, and managemergasily manages multiple controllers and
their associated lightweight access points. It sugzero-touch deployment and robust graphicaliates to make wireless LAN deployment and
operations simple and cost-effective. Detaileddieg and analysis reports support ongoing netwpecations. With Cisco WCS, network
administrators have a single solution for RF preaii; policy provisioning, network optimizationptrbleshooting, user tracking, security
monitoring, and wireless LAN systems management.
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Unified Advanced Services
A robust WLAN must support new mobility applicatiremerging Wi-Fi technologies, and advanced thdeggction and prevention capabilities.
This support must be cost-effective and easy téogegnd implement.

Cisco Unified Wireless Network Advanced Services—Cisco’s solution delivers unified support of leagliedge applications. This support is built
into Cisco’s end-to-end solution—not an afterthoug@hsco’s solution is services-oriented and inckudevariety of advanced services that are ready
for immediate implementation or deployment overetivia a phased integration. Organizations can thetdcdeploy the services and applications
they need based on their individual requiremeniscd’s advanced services are industry-leading,uatiee, and comprehensive.

The Cisco Unified Wireless Network cost-effectivslypports new mobility applications, emerging Witdéhnologies, and advanced threat
detection and prevention capabilities. It suppadganced features such as wireless VolP and locatitvices, as well as advanced wireless security
features such as NAC, tisco Self-Defending Networland guest access.

* Wireless Vol P—Wireless VolIP allows organizations to provide cefective, real-time voice services using theirsérig wireless infrastructure.
The power of VolIP is delivered to the enterpriset®y comprehensive voice communications capalslafeheCisco Wireless I[P Phone 7920
This Wi-Fi phone supports intelligent services sastsecurity, mobility, QoS, and management, a@nsand-to-end Cisco network.

« Location Services—High-resolution location services support critiapplications such as high-value asset trackingndifiagement, and
location-based security. Thousands of authorizedusrauthorized active Wi-Fi devices can be tradiediltaneously to within a few meters
from directly within the WLAN infrastructure withhe Cisco 2700 Series Wireless Location Applianitieis appliance brings the power of a
cost-effective, high-resolution location soluti@ndritical applications such as high-value assatking, IT management, and location-based
security. This innovative device provides the &piid integrate tightly with a spectrum of techrptand application partners through a rich
and open application programming interface (AP Hgmlitate the deployment of new and importantibess applications. Additionally, when
Cisco’s location services are combined with wirelgsIP, €911 emergency response capabilities aiéabie.

« NAC—NAC is a set of technologies and solutions builarindustry initiative led by Cisco Systems. Ci¥¢bANs support NAC by using
the network infrastructure to enforce security gptiompliance on all wireless devices seeking tesg network computing resources, thereby
limiting damage from emerging security threats saslviruses, worms, and spyware. Cisco WLANSs sugpath NAC Appliance(Cisco Clean
Access) and thBIAC Framework

« Cisco Sdf-Defending Network—The Cisco Self-Defending Network strategy is Cisoasion for integrated network security. It helps

organizations identify, prevent, and adapt to batbwn and unknown security threats. Cisco WLANsgnate with the Cisco Self-Defending
Network to provide end-to-end network security aghtity-based networking.

* Guest Access—Guest access allows customers to keep their wirelesvorks secure while providing customers, vesidamd partners with
controlled access to their WLANS.

Cisco will continue to support and develop advarsmices and features to empower customers withilityosolutions to solve business

challenges, today and in to the future.

FEATURES

The Cisco Unified Wireless Network supports soédttires and benefits through robust product capebilThis powerful solution provides
management centralization with control in the isfracture.

« Security—A fundamental best practice of wireless LAN seguistthe ability to secure and control the RF emwinent. Cisco leads
the industry in delivering enterprise-class RF sécand WLAN security policy monitoring. Cisco wiless security features include:
— Controlled access to the WLAN via numerous autlgetibn and encryption policies, including 802.Mi;-Fi Protected Access
(WPA), WPA2, and mobile VPNs
— WLAN IPS that detects and mitigates rogue acceB¥gpainassociated client devices, and ad-hoc mksyand that provides
customizable RF attack signatures to protect agagmamon wireless threats

— Secure management of infrastructure and RF-layenisg boundaries
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* Management—Cisco simplifies WLAN management by providing cle@ibility and control of the RF environment. Tliiereases
network scalability, improves troubleshooting, amthances productivity for network administratoesuiting in lower operational
expenditures. Cisco management features include:

— Simplified WLAN management and operations suppuat temystifies RF and removes the complexity afaging the RF environment

— Real-time RF scanning, monitoring, and controlgnaged directly into the WLAN infrastructure, dediing a self-configuring,
self-optimizing, and self-healing wireless network

— Simultaneous tracking of thousands of devices famectly within the WLAN infrastructure using Cissmatent-pending RF
fingerprinting technology

— Advanced WLAN planning, deployment, and managertaois

— Enhanced troubleshooting and diagnostic tools foagtive performance and fault monitoring, inclgdgraphical heat maps for
easy analysis

— Centralized policy engines that enable system-lseelirity and QoS policies to be easily configuard enforced

¢ Performance—WLAN coverage must be reliable and RF bandwidthtrhesoptimized to help ensure maximum WLAN perfonoa
Cisco achieves this via the following capabilities:

— QoS for voice and delay-sensitive applicationsluding over-the-air bandwidth contracts

— Real-time capacity management with load balancing

— High-capacity, versatile deployments in office lbcas or rugged environments, with support for @alor range of operating temperatures
— Self-healing WLANS for high availability, includingpverage hole detection and correction

* Mobility—End users need uninterrupted network access wiaenimg across access points (within and betweenessjprCisco’s WLAN
solution delivers the following:

Secure Layer 2 and Layer 3 roaming

— “Follow-me VPNSs,” which enable clients to maintA/PN tunnels when roaming
— Fast secure scalable roaming in 802.11i environsnent

Context transfer of security and QoS policies,waillg users’ identities to follow them as they roam

Wireless without boundaries both indoors and outslatcluding dynamic wireless mesh networks

« Scalability—A wireless network must scale to meet current amaké business requirements. Cisco provides:
— Support for WLAN deployment in the campus, branffltes, remote sites, and outdoor locations
— Support for deployment of several, hundreds, oushods of central or remotely located access points
— WLAN resiliency, redundancy, and fault tolerance

¢ Integration—End-to-end wired and wireless network integratidnimizes the total cost of ownership. Cisco miniesizhe total cost
of ownership for WLANSs by supporting:

— A unified wireless and wired infrastructure, deting a single point of control for all WLAN traffic

Extension of rich, intelligent Cisco infrastructutevice features to wireless traffic such as Qabmanagement policies

Support for several types of authentication, autlation, and accounting (AAA) servers

Client integration with the Cisco Compatible Extens program
— Easy migration of Cisco Aironet autonomous acceste to run LWAPP

* ServicedApplications—An enterprise-class WLAN must support numerous aded services and applications that use the uritjtibutes
of mobility. Cisco includes support for:

— Voice services through a software application baadset device

— High-resolution location tracking for users andetss

— Guest access to enable customers, consultantsactums, suppliers, and vendors

— Application-specific devices (ASDs), such as thosed in retail or manufacturing environments
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BENEFITS
The Cisco Unified Wireless Network enables entegwito deploy wireless with confidence. The busibesefits of the Cisco Unified Wireless
Network are real and tangible. These benefits elneeged while maintaining enterprise-class secueils, and include:

¢ Reduced TCO—The Cisco Unified Wireless Network reduces TCO tigto minimizing the operational and capital cossoamted with
managing and deploying the wireless network. Cssolution provides:

— Scalable, problem-free administration that doesmoease the burden on the IT staff
— Control of wireless deployment costs without saainfy reliability
— Cost-effective point-to-point or point-to-multipaiwireless bridges designed specifically for ed<sasiallation and operation

« Enhanced WLAN Visibility and Control—Cisco provides enhanced visibility and controlhad tvireless LAN, helping to ensure that wireless
applications are delivered securely and reliabtgulghout an entire enterprise and managed cenfaalyreater scalability and ease of use.

— Thousands of authorized and unauthorized activé&Milievices can be tracked simultaneously to withfaw meters from directly within
the WLAN infrastructure

— System design delivers built-in resiliency and calited control and management
— Plug-and-play wireless devices with zero-touch igumrhtion
« Dynamic RF Management—Cisco is a leader in RF innovation, creating ingeiht WLAN solutions that capitalize on the unicitributes of
radio technology.
— Detect changes in the RF environment and dynaryiaedkpt to these changes in real time
— Intelligent RF control plane for self-configuraticself-healing, and self-optimization

¢ Advanced WLAN Security and Network Protection—An integrated WLAN IPS protects the network fromdty breaches and unsecured
WLAN connections that put the entire network ak.ris

— Customizable attack signature files can be usedgiully detect and contain common RF-related agtasilich as Netstumbler, FakeAP,
and void11l

— Advanced RF fingerprinting technology supports kégicuracy device tracking

— Cisco Self-Defending Network and NAC limit damageni emerging security threats such as viruses, woamd spy ware

— Wired and wireless rogue access point and clientatoment maintain network security and prevenutimarized users from accessing
enterprise resources

— Cisco Compatible client devices extend air/RF rogeiection capabilities

« Unified Wired and Wireless Networks—Cisco is the only vendor that delivers a completel-to-end solution that is unified and innovatized
that provides solid investment protection to ensusecure, mobile, interactive workplace for theediiand wireless network.

— Create and enforce authentication and access tpoaticies

— The same policies that have evolved for an entgfsriwired security (NAC, firewall), managementdept/correlation, VLANS, policy
control), and QoS (802.1p, bandwidth managememthcav be extended to the wireless world

— Solid migration path through integration with sééetCisco routers and switches enables cohesibast@nterprise wide networking
capabilities
« Mohbility for the Enter prise—Mobility becomes an intrinsic component of the gmtise, with Cisco helping IT managers to easilgt an
securely deploy mission-critical WLANS that complmhinvestments in the existing networking infrastare—both indoors and outdoors.
Delivery of versatility, high capacity, securityydenterprise-class features demanded by WLAN mest®

Context transfer enables identity-specific inforimato follow users as they roam between Layer Rayer 3 domains

QoS and Wi-Fi multimedia support for VolP

Easy-to-deploy wireless bridges
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« Enhanced Productivity, Collaboration, and Responsiveness—Cisco technology helps an organization’s employeesmplish more
in every meeting, make faster decisions, and useyewinute more effectively, whether in the offmeon the road.

— Healthcare environments can improve patient care

— Universities and educational institutions can catséudents and teachers

— Financial institutions can have real-time accesdienmt data

— Government agencies can deliver faster acces$awniation, thereby enhancing public safety

— Manufacturing can share real-time data from theufaturing floor and support “just-in-time” manufagng and assembly

— Retail environments can provide data mobility tigioout the entire store and warehouse, allowingsbdf to serve customers
more effectively

— Public access WLANs can provide access to corpoetigorks while employees are on the road

— Corporations can better track assets, accessattitisiness information, and enhance employee ptivity through real-time
information exchange

CISCO UNIFICATION, INNOVATION, AND INVESTMENT PROTE CTION

As the worldwide WLAN technology leader and innaratCisco offers the industry’s most comprehengiraguct line for enterprise WLANS.
Cisco will continue to lead the acceleration andletion of WLAN technology into the next generatiohenterprise networking. Cisco will
evolve the Cisco Unified Wireless Network to contrto support new business applications, WLAN tetdgy developments, and enterprise-
class network demands.

Cisco’s technology unification, innovation, andéstment protection will help ensure a secure, mobiteractive workplace for organizations
deploying WLANSs. Cisco will help to ensure custorimarestment protection through field firmware uptgs, software upgrades, and careful
attention to future hardware requirements. Futare@acements will include several deployment optisnffware enhancements, scalability
features, security capabilities, hardware advano&nand wired + wireless integration. Customersfeal confident that with Cisco, their
WLAN investments are protected both today and toaver

CISCO WLAN FINANCING PROGRAM

Customers can add a Cisco wireless LAN financirzkage to their Cisco Systems CafSit@lorporation lease to make deploying Cisco WLAN
solutions easier. A Cisco Systems Capital Corpandgase allows companies to minimize their initi@estments, control their budgets, and avoid
technology obsolescence while increasing employeéygtivity, improving employee responsivenessustamers, and enhancing employee,
partner, and customer collaboration. Read moreegfisco Wireless LAN Financing Program

SUMMARY

The dramatic increase in the number of Wi-Fi endibletebook computers and Cisco Compatible cliewicds available worldwide is leading
to the rapid deployment of WLANSs across enterpce@puses, branch offices, and remote locationsar@zgtions deploying WLANSs are
experiencing an increase in employee productivity efficiency, gaining a competitive advantage, praviding network users with a new
level of freedom and flexibility. These WLANs araproving business operations and enabling real-iccess to business-critical applications
and network resources.

The Cisco Unified Wireless Network unifies wirelessl wired LANSs. It identifies, prevents, and adaptboth known and unknown security
threats. It supports innovative RF technology sohs and delivers the same level of security, &ilithg and manageability for wireless LANs
that organizations expect in their wired LANSs.

Cisco has the flexibility and scalability to mele¢ requirements of networks of all sizes, from $imasinesses to large-scale enterprise multinationa
companies; within WLAN campus deployments or braoffites; at universities; in the retail, finaneeanufacturing, and healthcare industries; or
in hotspot locations.
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The Cisco Unified Wireless Network allows comparn@gput the RF environment to work to improve theywhey do business. This solution
addresses the deployment, management, and RFrajedlassociated with building business-critical WIsAlt reduces overall operational
expenses and simplifies network deployment, opmratiand management. This solution helps IT masagke full advantage of their existing
tools, knowledge, and network resources to costctifely address critical WLAN security, implemetita, and control issues.

FOR MORE INFORMATION

Contact your local account representative or #tlocation below for more information.

For more information about the Cisco Unified WissdeéNetwork, visithttp://www.cisco.com/go/unifiedwireless
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