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BENEFITS OF DEPLOYING CISCO UNIFIED COMMUNICATIONS
WITHIN A CISCO INTELLIGENT NETWORK

Adoption of IP Communications accelerated in 2005 a s many businesses and organizations embraced this p owerful
technology. According to Synergy Research, the sale s of IP telephony systems—to date the most popular o fall IP
Communications* applications—are projected to top US $10 billion in 2009. Cisco Systems ® alone is displacing almost
12,000 traditional phones every business day, and m  ore than 37,000 Cisco ® customers use an all-IP solution—the largest
number of IP Communications installations in the in dustry.

THE ADVANTAGE OF DEPLOYING CISCO UNIFIED COMMUNICAT IONS WITHIN A CISCO INTELLIGENT NETWORK

Cisco began developing IP Communications solutinri®997 and has provided IP Communications sendoesapplications longer than any
other vendor. The Cisco Unified Communicationseysbf voice and IP Communications products andiegdns helps organizations
communicate more effectively—by helping them stréaenbusiness processes, reach the right resowrdaghtime, and increase profitability.
Cisco has led the industry in employingyestems approadhat integrates Cisco Unified Communications withiCisco Intelligent Network,
helping enable capabilities and information shathrgughout the network. Cisco intelligent netwoaksapplication-awareand actively
participate with the applications, automaticallpyiding end devices with rights and priorities lthee the needs of the device and the
application in accordance with organizational poliEmbedded in the Cisco Intelligent Network, ttiso8 Unified Communications
applications are alseetwork-awarethey seek out the network services they require-efample, an IP phone retrieving the proper sgitin
for power or quality of service (QoS).

When the network and applications communicateigwhy, IT and telephony administrators and endsuaehieve many benefits. Because the
respective technologies are not locked in silogistrbolted together, administrators can use céifiebiacross platforms, providing the
flexibility to quickly and cost-efficiently deployperate, and consolidate new communications ssvidew features and functions, such as
video or wireless voice, can be added easily ®uhified and integrated fabric through softwargrages and incremental hardware that build
upon existing investments in the Cisco Unified Caminations and network infrastructure. As a remut] users get access to new, high-
quality IP Communications applications sooner,éasing their productivity and improving businesscesses.

From a financial standpoint, implementing a netwwith a single, primary vendor gives organizatiarsubstantial opportunity to achieve a
lower total cost of ownership (TCO) than does avoel built with systems from multiple vendors, aatiog to a study conducted by Sage
Research (commissioned by Cisco) that includecejpittinterviews with customers. A primary vendopglies the network equipment,
telephony systems, IP phones, and associated afiptis. The financial benefit found by this stusligdompelling: the network cost of
ownership per endpoint in a primary-vendor netwistk6 percent lower than that of a multivendor ek Savings are spread equally across
all areas, including network deployment and maiatee, network performance improvements, and berfefii T and end users. Sage
Research also found that organizations that ugsegiesprimary vendor for IP telephony have a 48pat lower network cost of ownership
than those that use multiple vendors. Further,r@&g analysis of Cisco services in February 2@@®rted that “Cisco’s service and support
continues to be an asset and a major source efdliffiation between the company and the rest ofrherprise market.”

* |P Communications includes IP telephony; unifiadssaging and voicemail; contact center and selfesesolutions; and audio, Web, and videoconferenc
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HOW CISCO DOES IT

A Closer Look at the Benefits of the Cisco Solution
Customers enjoy significant business and techiieaéfits by combining Cisco Unified Communicatiovith a Cisco Intelligent Network,
as summarized in Figure 1.

Figure 1. The Benefits of Deploying Cisco Unified Communications within a Cisco Intelligent Network
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The following outlines how Cisco switching, routjrand wireless solutions uniquely deliver theseefieswith Cisco Unified
Communications.

DEPLOYMENT BENEFITS
o Faster, more cost-efficient IP phone moves, adu$changes
Automatically configure Cisco Catal{sswitches for voice
Efficiently power Cisco Unified IP phones
Automatically configure Cisco Unified IP phones
e Ensure optimum voice quality across the WAN
e Secure IP Communications everywhere—from the endptanthe network infrastructure
« Always-available voice

OPERATIONAL BENEFITS

e Faster resolution of voice issues
Rapid detection and notification of voice anomalies
Centralized troubleshooting—avoid onsite visits
Common view of the network for voice and data teams

e Reduced 911 costs and dispatching errors

e Greater accuracy of voice configuration changes



CONSOLIDATION BENEFITS

e Consolidated Cisco Unified Contact Center voic®rding
¢ Scalable wireless voice services

e Services integration, which simplifies the network

e Video as a simple addition

¢ Integrated services and support

DEPLOYMENT BENEFITS

Faster, More Cost-Efficient IP Phone Moves, Adds, a nd Changes

The simplicity with which Cisco customers can mpkene moves, adds, and changes and the resultinigiattative cost savings is one
example of the power of Cisco Unified Communicagiamtegration. In large companies, about 25 peroktiteir personnel move each year (a
common industry standard for moves, adds, and @sramnd the Yankee Group estimates that it costpanies up to US$150 per move, add,
or change. This operational expense can be minéwizén Cisco Unified Communications products andddiCatalyst switching solutions.

After a Cisco Unified IP Phone is plugged into dl\jack, the connected Cisco Catalyst switch part be automatically configured for voice
and then it automatically provides the proper agunfations and optimal power to the Cisco UnifiedPIone. Other vendors that offer only the
voice components, or partner with infrastructuredas, lack this type of integration. As a resedtch time a phone is moved or added to the
network, IT personnel must be notified so they eeamually reconfigure the switch ports—significaritigreasing administrative and support
costs as IP telephony deployments continue to grow.

How It Works

Automatically Configure Cisco Catalyst Switches for Voice

When a Cisco Unified IP Phone is plugged into d jaak, the connected Cisco Catalyst switch (faxraple, the Cisco Catalyst 6500, Catalyst
4500, Catalyst 3750, Catalyst 3560, and Catalyptd&Ss 500) detects that the link is now “up” arstiés a Cisco Discovery Protocol exchange
with the phone to get device information. If thigormation indicates that the endpoint is a Cisadfied IP Phone, then the switch port can be
automatically configured for voice using the Ci$6$® Software Embedded Event Manager (EEM) featuraénQisco Catalyst 6500.

Cisco EEM is a powerful and flexible automationhiealogy that helps administrators to set custontigs that control what actions a switch
should dynamically take when particular events occu

At a later time, if users decide to unplug theiopé and move it to a new location, then removimguice configuration on the previous
switch port helps to strengthen security. This reahgan be done dynamically when the phone is ggadd, helping reduce administrative
costs. This dynamic switch configuration changerise again enabled by the Cisco EEM feature.

In addition to the EEM-based method of automatyoadinfiguring switch ports for voice, Cisco alsden$ administrators who use Cisco
Network Assistant, the GUI-based network managemapplication for small and medium-sized busineddBpnetworks, another method to
quickly configure switches for voice. When a Cisified IP Phone is plugged in, the Smartports Advifeature on the Cisco Catalyst switch
can automatically send a dialogue box prompt tadiseo Network Assistant management interface.administrator then has the option to
apply the appropriate Smartports voice macro (desdrater in the paper) to that switch port, sifgjslg the Cisco Catalyst switch
configuration for voice.

Additional Cisco technologies, such as Smartpodsros or AutoQoS macros, can be used to simplifyiacrease the accuracy of voice
configurations on Cisco Catalyst switches. Cisca@ports macros include a suite of voice-criticalonos and templates that can be applied to
any Cisco Catalyst switch port (for example, theoGiCatalyst 6500, Catalyst 4500, Catalyst 375l 3560, and Catalyst Express 500) to
make configuration much simpler. These macros asedbon Cisco best practices and experience withig IP Communications in the
network. With a standard or customized Cisco Snoarspmacro, an administrator no longer has to g €ach network switch port and



configure all the parameters for ports that supf@€ommunications, including such parameters &WLANS, port security, Dynamic Host
Configuration Protocol (DHCP) snooping, and Spagniree PortFast. Instead, the company can autaaigitipload a single template to a
switch that includes all the proper settings. CiSeotartports macros do not function in third-pamyrmltivendor network environments,
translating into loss of a powerful cost- and tisaa4ng tool. Administrators can also develop cus&martports macros that take advantage of
other time-savings Cisco technologies, such as @o&

Cisco developed AutoQoS macros in response to mestdemand for a faster way to deploy QoS configma, which may have to be set on
hundreds or thousands of switch and router poréss$oire optimal voice and video quality, regardiédéssetwork congestion. This powerful
feature of Cisco 10S Software automatically handleange of tasks traditionally done manually,udohg classifying applications, generating
policies, configuring the proper QoS configuratiom®nitoring and reporting to test QoS effectivenemd enforcing service-level
consistency. After Cisco AutoQoS evaluates a ndtworvironment and determines poligyith only one commaniti configures the port on an
access switch to prioritize voice traffic—and itlsiffers the flexibility to adjust and tailor Qasttings to customer-specific requirements. It
also automatically monitors QoS settings and méhkissnformation available in reports, with notditon of abnormal events. In network
environments that lack Cisco AutoQoS, applying @Qo®lves many repetitive steps that must be apphidividually to each switch in the
network. Although Cisco AutoQoS enhances the opmeratf voice traffic from any source, it has bepedfically optimized and tested only on
a Cisco end-to-end infrastructure. Cisco has coteglextensive benchmarking encompassing thousdrdsics to deliver the highest
compatibility of Cisco AutoQoS across Cisco switsh@uters, and IP phones.

Efficiently Power IP Phones

IP Communications devices such as IP phones repaiser to operate, but getting power from a wadkst is not always a viable option—
especially when phones scale into the thousandX00, Cisco was the first company to introducam@power (evolving to Power over
Ethernet [PoE], the IEEE 802.3af standard) thabkssbhthe LAN switching infrastructure to providevger over an Ethernet cable to a powered
device. Cisco offers Cisco Unified IP phones anst@iCatalyst switches (for example, the Cisco @stt@500, Catalyst 4500, Catalyst 3750,
Catalyst 3560, and Catalyst Express 500) that stijpoth the 802.3af standard and Cisco prestardakd(inline power) for additional
flexibility.

Beyond the basic PoE standard, Cisco providesiaddltlevels of power control with Cisco Intelligghower Management (IPM) and massive
PoE scalability that enables high-density POE depémts. Like other unique features available wiitkc@ Unified Communications in a Cisco
infrastructure, Cisco PoE provides customers wihificant power-consumption savings to poweredicew (for example, IP phones, wireless
access points, and IP video surveillance camenas)se Cisco Discovery Protocol to negotiate poWérereas the IEEE standard specifies
that 802.3af power should be provisioned in largéments of wattage such as 7 or 15 watts of ptoveach device regardless of power need,
the Cisco IPM allows administrators to provisiormeo based on the power the device actually needexample, some Class 3 devices need
only 10W instead of the default 15.4W value indichin the 802.3af standard). This power optimizatemmbined with the scalable power
supplies offered on modular Cisco Catalyst switchefps customers maximize PoE port density (fange, a single Cisco Catalyst 6500 can
support more than 288 Class 3 PoE devices), thenihiynizing the number of required Cisco Catalysitshes and the cost of electricity,
backup UPS, and battery power systems.

To further optimize power consumption and to prbtee switch against misbehaving endpoints, aditnatisrs can set hard limits on the
amount of power that is delivered to each switch,psing the latest Cisco Catalyst 6500 PoE dargtard. By limiting the power on a per-
port basis, this card can safely override IEEEddatis-based power classification, and the switciissbif the port when it exceeds the
configured power limit, protecting the switch frawer-current and over-subscribing the power supply.



Automatically Configure Cisco Unified IP Phones

When the Cisco Catalyst switch has the proper voacdiguration and is delivering the appropriateoant of power to the Cisco Unified IP
Phone, it can use the Cisco Discovery Protocoutoraatically set certain configurations on the @ikinified IP Phone and other devices
attached to the phone (for example, a PC). TheoGIstalyst switch indicates to the Cisco UnifiedPIRone the voice VLAN ID** it should

use and the class-of-service (CoS) value it shapfly to the voice traffic. The Cisco Catalyst sWijtusing the Extended Trust feature, can
also indicate what CoS value the Cisco Unified Bt should apply to traffic coming from devicesetied to the phone. A CoS value of 5
indicates high priority and is usually reservedvfoice; call signaling is given a value of 3; aresbeffort traffic is marked with a 0. So, even if
a rogue PC tries to raise its CoS value to 5, iBedUnified IP Phone resets the CoS value onrtbeming packets of that PC to the Extended
Trust CoS value communicated by the Cisco Catalyfith. As a result, voice quality through the sWits not adversely affected by that rogue
PC.

** \oice VLANSs can be thought of as individualatnels within a physical network. They are usedatate traffic that is highly sensitive to network

conditions such as voice so that this traffic carabsigned preferential treatment through QoShgstti

Ensure Optimum Voice Quality Across the WAN

Cisco has also takensgstems approaatf integrating Cisco Unified Communications withdrCisco Intelligent Network to help ensure
optimum voice quality across the WAN. Not only dis€® integrated services routers support standaadsed QoS, but they also exchange
information with Cisco Unified CallManager to enalnletwork-aware Call Admission Control (CAC) witlh&® With CAC, the network can
accept or reject a call based on bandwidth anatyobnsiderations. A primary enabler to this solutis the Cisco 10S Software feature called
Cisco RSVP Agent, which helps enable dynamic adjast to changes in the network, supports compléxor& topologies, and helps enable
unified data, voice, and video network designs.oRese Reservation Protocol (RSVP), an IETF starsthesed signaling protocol for
reserving resources in the IP network, securesesatves bandwidth across the WAN for calls accepyeCisco RSVP Agent. The resulting
user experience is characterized by superior QdSeiability for calls amid meshed and multitieneegkworks. Cisco RSVP Agent is
supported on the Cisco 2600XM, 2691, 2800, 3700,3800 series integrated services routers.

How It Works

IP voice call setup is initiated between the IPrEhdP videophone or gateway, and Cisco UnifiedMatager. Cisco Unified CallManager
classifies a call based on parameters such axappti (voice or video) and Multilevel Precedennd Breemption (MLPP), and signals to the
Cisco RSVP Agent in the access router. Bandwidtiigoare preconfigured in the router on a per-appibo and per-interface basis. Using the
classification provided by Cisco Unified CallManagihe Cisco RSVP Agent attempts to set up a ddflimvthe appropriate bandwidth pool
and across the WAN to a far-end Cisco RSVP Agenthfe receiving party. If RSVP bandwidth is secutbé Cisco RSVP Agent signals back
to Cisco Unified CallManager. Cisco Unified CallMager in turn signals to the IP phone, IP videophongateway and the call proceeds. The
Cisco RSVP Agent can apply differentiated servimade point (DSCP) marking to media packets basadstruction from the Cisco Unified
CallManager. DSCP packet marking may be appliguaoe the RSVP secured media stream into the rotitaity queue. If RSVP bandwidth
cannot be secured, the Cisco RSVP Agent signalstoaCisco Unified CallManager, which administeddigies. The call is either disallowed
or allowed to proceed with a lower-priority DSCRkat marking applied by the Cisco RSVP Agent agtieted by the Cisco Unified
CallManager.

Mid-call policies may also be applied for handlimfigchanges to the media stream such as transfarggducall. Network design using the
Cisco RSVP Agent allows voice and video calls tocged as part of a single unified network togetbithr data. This setup allows for support
of meshed designs, multitiered designs, adjustheedynamic link changes, and redundant links. Bhigle design helps reduce the costs for
both infrastructure and management. Because CAtismged and secured and QoS is applied as a netaimpponent, there is no reliance on
end-user devices. Cisco RSVP Agent functions indeéeetly of the call-signaling protocol, and hergession Initiation Protocol (SIP),
Skinny Client Control Protocol (SCCP), H.323, anddih Gateway Control Protocol (MGCP) are all supgmbrFigure 2 shows how the Cisco
Unified CallManager and Cisco RSVP Agent in theteowork together to optimize the voice qualityass the IP network.



Figure 2. Cisco Integrated Services Routers and Cisco Unified CallManager Help Ensure Optimal Voice Quality Across the WAN
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Secure IP Communications Everywhere—From the Endpoin  ts to the Network Infrastructure

Security can no longer be viewed as a mix of ppnaduct solutions. The increasing number of appibos and devices available on the
network introduces many new points of vulnerabilifyom IP phones to wireless devices to remote udétwork security must be pervasive,
from endpoints such as IP phones and PCs to thwasefand devices in the network infrastructurelfitdn essence, the network becomes the
main point of control for preventing and respondiogecurity threats from internal and externalrses.

When customers deploy Cisco Unified Communicatemglications in a Cisco infrastructure, they do mate to implement a separate security
apparatus. Cisco provides all three critical ség@wdmponents: secure connectivity, trust and itlgrand threat defense; Cisco also is the only
vendor that integrates these technologies deeptietéabric of the network. Whereas some compstifimecus either on securing only the voice
components or on securing the infrastructure it€&co takes a systems-level approach that offsrarity features and capabilities in the
transport network, the endpoints, the call-processifrastructure, and the applications. Takingaadage of the intelligence of the network to
manage security just makes sense.

How Cisco Does It
Within the Cisco Self-Defending Network architeetu€isco offers the following security for Ciscoifisd Communications:

e Secure connectivity—To help ensure that communications over the WANNLANd wireless LAN (WLAN) are secure and priv&esco
offers many options. VLAN segmentation keeps vaiaéfic on separate virtual network segments, anit® and Video Enabled VPN
(V3PN) affords secure remote connectivity. WLANs protected through Wi-Fi Protected Access (WPA)APA2. Additional
capabilities, such as traffic and processor threlshand route authentication, protect the stabditg availability of the network
infrastructure. Call management and endpoints sffeng voice media encryption using the Securd-IRieze Transport Protocol (SRTP),
and the protection of signaling traffic with TranspLayer Security (TLS). And, at the applicati@ayér, Cisco uses HTTPS to permit
protected remote management of IP Communicatiopkcations. Also, the Cisco Unitysystem is the first voice messaging system ta offe
secure private (encrypted) messaging.



e Trust and identity—To contextually identify users and establish trosiny standards-based authentication mechanisntsvatstogether.
Cisco offers support for traditional authenticatianthorization, and accounting (AAA) serviceshe tnfrastructure, as well as more
advanced capabilities elsewhere through the usadf tools as Extensible Authentication Protoc@REand digital certificates. Customers
can smoothly enable voice on their secure dataarksmvith important capabilities such as 802.1hwivice VLANs and secure WLANS
that allow IP phones to transparently connect amspshere user authentication with 802.1x is maediafnd by deploying Cisco Network
Admission Control (NAC) framework, customers castriet non-security-compliant wired and wirelesslgoints that may be vulnerable or
infected with worms, viruses, or spyware before/thave a chance to enter the network and potentadrupt voice services.

e Threat defense—Many techniques protect against aggressive threatswvalls, both integrated and standalone, andsian detection
systems protect the infrastructure, the voice VLAN® WLANSs. A hardened OS and integrated hosisin prevention solution called
Cisco Security Agent protects the call-processimmmonents. Cisco is the only vendor to offer adedmtynamic Address Resolution
Protocol (ARP) inspection protection and other $amt the LAN switches and Cisco Unified IP phoreprbtect the endpoints against
common Layer 2 exploits such as man-in-the-midttecks. And the Cisco Unified Communications apgilimns themselves offer security
features: for example, Cisco Unified CallManagédeist the ability to support multiple levels of adisiration access and advanced
protection against toll fraud. As part of providirapust network infrastructure, it is also impotttrat the network infrastructure be able to
withstand denial-of-service (DoS) attacks so tteacind voice traffic continues to be forwardedchewben such attacks occur. For example,
the Cisco Catalyst 6500 and Catalyst 4500 provigé grotection through CPU rate limiters as wektastrol plane policing (CoPP) in
hardware.

This integrated security helps Cisco offer an IBpkeony network that is the strongest, most sesystem available, according to a 2004
Network World report that was based on a study lgrédm, a leading New Jersey-based network comswltand product test center. The
report also noted that “a sophisticated hackensdisssam could not break or even noticeably disfitteven over three days of concerted
effort.” Cisco security is based not on point proybut rather on multilayer, system-level segutiat pervades the entire infrastructure, from
endpoints such as the IP phones or PCs to th@aikessing components to the software and silicothe router.

For more information about Cisco Unified Communimas and security, vishittp://www.cisco.com/go/ipcsecurity

Always-Available Voice
As customers transition from traditional time-digis multiplexing (TDM) voice networks to IP-basedice networks, voice services need to
be continuously available.

In addition to proper network design, operationanagement, and support, Cisco high-availabilitypirations lead the industry in meeting
these uptime requirements. These innovations agrdatect, and resolve faults faster so that theaanto voice traffic is minimized. For
example:

e When using the Cisco Catalyst 6500 with I0S Sofendodularity, if a software process failure occwaice calls continue, even in single
supervisor engine systems. This innovation localthe effect of software process faults with agueted memory architecture so that the
switch continues normal operation if they occur.uBjng the process restartability capability witdtes checkpointing and Non-Stop
Forwarding (NSF), Cisco 10S Software Modularitycafainimizes service disruption by avoiding routiegonvergence if there is a fault in
a routing process. Cisco Catalyst 6500 switchels @S Software Modularity also help enable softwapdates (for example, security
patches, software fixes, etc.) to be incorporatéal the switch without disrupting voice calls. Thi®cess is achieved through the subsystem
In-Service Software Upgrade (ISSU) capability.

e Layer 3 NSF and Layer 2 stateful switchover (SS@)he Cisco Catalyst 6500 and Catalyst 4500 presaitical state information across
dual supervisor engines to help ensure that vaidedata traffic is continually switched if a prirgaupervisor engine fails.

¢ Real-time diagnostics in the Cisco Catalyst swischelp protect the network against latent modulers, which can potentially cause
erratic behaviors (such as routing flaps or lidp#l) that add latency to voice calls or decrea$guality. Real-time diagnostics minimize
these situations through proactive hardware artsvaod fault-detection mechanisms. Combined with N&&O, and custom EEM policies,
these detection mechanisms can be used to autaihati@gger subsecond supervisor engine failod@r ¢omplete or partial supervisor
failures), helping enable the switch to dynamichlbal itself.

« Cisco StackWisé technology on the Cisco Catalyst 3750 createsfeedrogical switching architecture that deliversigh level of
resiliency for voice-enabled wiring closets.


http://www.cisco.com/go/ipcsecurity

Cisco designed its unified communications systemmfthe beginning for packet networks. Cisco Unif@allManager, Cisco Unified IP
phones, Cisco Unity voicemail and unified messageyers, and Cisco Unified Contact Center andsglfice solutions are all liberated from
specific physical locations. Customers can degigir networks by placing Cisco Unified CallManaged other Cisco call-control servers in
clusters and deploying them in multiple locationgwhere in the network. When Cisco Unified CallMgeaand these other servers are
distributed across an IP network in a cluster degigsiliency is built into the infrastructure arah take full advantage of the routeability and
inherent resilience of IP packet networks.

Although this type of architected resiliency cancbenmon to all IP-based communications environmeZitco adds an industry-first
resiliency capability at remote sites with Ciscafi¢d Survivable Remote Site Telephony, a uniqyeatdity embedded in the Cisco 10S
Software running on Cisco integrated services anlfiservice access routers. In a centralized aaltpssing model, the Cisco Unified
Survivable Remote Site Telephony router facilitatesomatic failover so that local calls and actiaéls from Cisco Unified IP phones to the
public switched telephone network (PSTN) are maietheven if a WAN failure occurs. If the WAN li a remote office fails and
connection to the Cisco Unified CallManager for tleenain is lost, the phones in that branch offiematically redirect to the Cisco Unified
Survivable Remote Site Telephony router. The Cldniied Survivable Remote Site Telephony routeoadtically takes over and offers a
rich set of telephony functions to help ensure tess continuity with minimal impact. When the digrd WAN link is restored, the phones
automatically reregister with the original Ciscoifitd CallManager—and again, no manual interventsorequired. Cisco Unified Survivable
Remote Site Telephony is accomplished throughititégyrated system with no additional hardware camepés (Figure 3).

Figure 3. Cisco Unified Survivable Remote Site Telephony—Voice Redundancy if WAN Failure Occurs

- Offers resiliency for remote IP telephony users with central Cisco Unified CallManager

= Minimizes business effect of WAN link failure
- Cisco router auto-configures, provides local call processing—no manual intervention required
— Cisco Unified Survivable Remote Site Telephony IP phones calls remain secure
- When WAN is available, IP phones auto-revert to Cisco Unified CallManager
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OPERATIONAL BENEFITS

Faster Resolution of Voice Issues
Malfunctions in any components of the voice-promgssfrastructure, in the LAN or WAN connectiors, in the infrastructure itself can
affect voice quality. Given the business critigadf voice applications, it is important that thetwork infrastructure provide deep visibility



into voice traffic so that any issues can be quidkéntified and resolved. When the Cisco netwafkaistructure and management tools detect
excessive voice packet loss, jitter, or latencgyttan alert network administrators of these issmelsthen enable them to centrally
troubleshoot real-time voice traffic in targetedas without having to go on site. And because Qisanagement software can provide a
common view of the network for voice and data teaimsy can communicate about concerns with muchtgrerecision and understanding—
leading to faster problem resolution.

How It Works

Provide for Rapid Detection and Notification of Voice Anomalies

Voice traffic is typically assigned to the striatiqrity queue (the highest-priority queue) on aegivswitch interface. An EEM script on a Cisco
Catalyst 6500 can be set up so that if excessigkeparops in the strict-priority queue are detécta alert can be immediately sent to the
network administrator. In addition, the network Igas module (NAM), a data, voice, and video tr@finalysis blade for the Cisco Catalyst
6500, provides multifaceted voice traffic monitgriand troubleshooting capabilities. If the dialgar call setup latency exceeds specified
thresholds, the NAM detects these anomalies byyaimgl Cisco Unified CallManager response times tueth sends alerts to a network
operator. For H.323, MGCP, and SCCP (SIP in mide2@ffic, the NAM monitors active calls betweealler and callee pairs and identifies
call quality degradation by reporting packet losd fitter statistics. Also, the NAM performs Difeartiated Services (DiffServ) QoS monitoring
and provides traffic usage information for eachf®&fv code point, helping to validate QoS planrasgumptions and detect incorrectly
marked or unauthorized traffic that could adversélgct voice traffic.

Centralized Troubleshooting—Avoid Onsite Visits

When an administrator is alerted to a voice prolidgma given switch, then that administrator carriret the switch to mirror the real-time
voice traffic so it can be analyzed. The challeisghat typical traffic mirroring technologies rémithe administrators to go on site so they can
directly connect to the switch or to the same stibaeéhe switch. However, using the Encapsulatedd®e Switched Port Analyzer (ERSPAN)
feature on the Cisco Catalyst 6500, administratarsmirror real-time voice traffic across the campnd across Layer 3 boundaries to a
central site, where it can be analyzed by the NANIs saves administrators time and effort becausg do not need to go on site with a
portable troubleshooting tool to solve the problem.

Voice and Data Teams Share Common View of the Network

In most enterprises, separate teams manage the sygtem and the data infrastructure, reflectiegthditional separation of the voice and
data network. But because problems can span baltimgevith IP Communications, it is essential thathiteams have the facility to
communicate specific details about problems with another.

Cisco Unified Operations Manager provides a codstdid view of the entire Cisco Unified Communicasidnfrastructure and presents the
current operational status of each element. Itogsery Cisco Catalyst switches to ascertain theatjoeral status of the switch as well as the
system resources and different ports and interfacdshen alert administrators in case of operatitaults. It enables tracking of IP phone
inventory, and also tracks IP phone status chamgekcreates a variety of reports that documentemadd, and change operations on IP
phones in the network. It increases productivityf anables faster trouble isolation by providingteatual diagnostic tools to enable
troubleshooting:

e Through diagnostic tests, performance, and conrictietails about different elements of the Cishafied Communications infrastructure

¢ Using synthetic tests that replicate end-user igt@ind verify gateway availability and other canfration and operational aspects of the
Cisco Unified Communications infrastructure

e Through IP service-level agreement (SLA)-basedribatic tests that can measure the performance dfi Whis and measure node-to-node
network quality

e By providing actionable information in notificationessages (Simple Network Management Protocol [SNMBs, syslogs, and e-mail)
through context-sensitive links to more detailefdimation about service outages



Today, the network operations team monitors thevomdt infrastructure with the CiscoWorks LAN Managamh Solution (LMS). And the
voice operations team can view the IP communicatinfrastructure with the Cisco Unified Operatidianager 1.0. Because both
management tools are part of the CiscoWorks stiteots, however, they share a common frameworktandinology. Therefore, the voice
team can troubleshoot voice quality issues, evémiftakes them into the network elements of #ita éhfrastructure. Because a set of tools
and a common view of the network is shared betwleewoice and data teams, they can communicate g@problem with much greater
precision and understanding—leading to faster prolksolution.

Reduced 911 Costs and Dispatching Errors
Operational costs are also lowered (and worketysafehanced) with another unique feature of Cisndied Communications in a Cisco
infrastructure solution—E911, an application thadvailable with Cisco Emergency Responder.

The challenge with any E911 system is how to mairda up-to-date list of phones and their locatismshat emergency personnel can be
dispatched quickly to the correct location. Thismtenance can be a challenge because large corsgan&verage move almost 25 percent

of their employees each year. Cisco provided anstrg-unique solution to this problem for IP Comnmations that eliminates manual updates
required in other 911 systems—both IP and TDM—andaes dispatching errors.

How It Works

Emergency services can be a challenge with IPhelgpbecause in conventional private-branch-exochd@R8X) implementations—both IP
and TDM—every direct--inward-dial (DID) number is Emergency Location Information Number, or ELINdfalable telephone number),
which must correspond with an Emergency Responsatlan (ERL). The ERL contains information suctstiset address and floor number.
In the enterprise environment, ERLs and their dafioos with ELINS are created by the customer sertt to the public safety database. In
conventional TDM and IP 911 systems, each timevicdeorresponding to a DID changes location, g8smaiated ERL must be changed
administratively, and an update must be sent t@tidic safety database. This manual updating |sisetime-consuming.

When Cisco Unified IP Telephony solutions run d@isco infrastructure, Cisco Emergency Respondeicdtss a relatively small number of
DIDs to be ELINs. Cisco Emergency Responder worikls @isco Discovery Protocol to track devices awtinally as they change location
and maintains a database that associates the mie dtecation, or ERL, with an appropriate ELIN. ¥han emergency call is placed, Cisco
Emergency Responder associates the correct ELINandevice based on its current location. This @ggir does not require that locations be
associated with common DIDs or be administratiefignged and updated with the public safety datal@asg the dedicated ELINs and their
associated ERLs need to be maintained, and thesédsibe very stable, changing only when a custadds or decommissions a building.

Greater Accuracy of Voice Configuration Changes

Misconfigurations by administrators not only caverdely affect network uptime, but also can inoceeggerational costs by requiring
additional effort to fix the misconfigurations.dfiministrators choose to make further voice coméiion changes on their switches, they can
accurately do so by taking advantage of the Cisst practices incorporated in the Smartports antd@aS features described in the previous
“Deployment Benefits” section. In addition, the @isCatalyst 6500 offers further capabilities totdaafficient and accurate voice
configuration changes. If configuration changesagglied but do not achieve their desired efféentadministrators can use the
Configuration Rollback feature to return to a poaxd configuration state. If administrators wantheck to see if there might be a voice
configuration error on their switch, then they can a configuration checking commafstiow diagnostic sanity) to see if any warnings appear
(for example, port duplex mismatch or PortFast bar port not enabled).

In addition, Secure Copy Protocol (SCP) for thec€@i€atalyst 3750 provides a secure and autherdica¢¢hod for copying switch
configuration or software images to other membées @isco Catalyst 3750 switching stack. This &bt safely copy switch configuration
and software images greatly reduces errors thdtldmiintroduced by manually configuring multiplei€hes in the same switching stack.



CONSOLIDATION BENEFITS

Consolidated Cisco Unified Contact Center Voice Rec  ording

For compliance and quality purposes, many orgapizstrequire voice recording of their IP contagitee calls and trading floor
conversations. These replicated calls have typitaen sent to multiple voice recording serveratied on each floor, using SPAN or RSPAN
mirroring technologies. However, using the ERSPABLfire on the Cisco Catalyst 6500, the replicatéckwvcalls can be sent to centralized
call recording servers located several hops awaysathe campus LAN (Figure 4). This centralizago@ables the voice recording servers and
associated storage to be consolidated, reducingiipeal and capital expenditures.

Figure 4. ERSPAN Feature Helps Enable Centralization of Cisco Unified Contact Center Voice Recording
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Scalable Wireless Voice Services

Today’s businesses are turning to wireless netwgrio give employees immediate access to the asegplications and communication
tools they need. By adding voice-over-IP (VolP)alafity to their wireless networks, businessesfcather improve collaboration and
responsiveness, and realize new cost savings. dibioation of Cisco Unified Communications and @isco Unified Wireless Network***
lets businesses and other organizations take inateeddvantage of IP Communications for a mobilekfeoce while minimizing TCO. Cisco
has integrated important technologies into itsavifitg, routing, and wireless offerings to provigeimal support for wireless voice that
enables simplified wireless voice deployment andagament, wireless voice call roaming, diverse leg®voice client support, and high-
quality wireless voice communications.

***  The Cisco Unified Wireless Network is an ig@ted end-to-end solution that addresses alldayfethe WLAN, from client devices and access potot

switching and routing, to network management, eodalivery of advanced wireless services integnagiod award-winning, worldwide 24-hour product supp

Simplified Wireless Voice Deployment and Management

As wireless access points are deployed to proviaeagsive wireless coverage for IP Communicatidrisecomes important to ease the
deployment and management of these devices wielgitkg the network secure. Integrating wirelessrotlietr functions into Cisco switches
and routers gives network managers the contratatesand manage their wireless networks as easilyey scale and manage their traditional
wired networks. For example, the Cisco Catalyst6S8ries Wireless Services Module (WiSM) suppaets-zouch deployments that do not
require manual or preconfiguration of the accesstpolt also supports template-based configuratiamagement that enables the quick
application of system wide wireless security comfagions, QoS policies, mobility groups, back-ead/ges, and other important
configurations. The Cisco Catalyst 6500 WiSM suppseeveral embedded troubleshooting tools and wkployed with the Cisco Wireless
Control System (WCS), it supports enhanced momigpaind troubleshooting features, including int@theat map displays, alarm filtering,
event correlation, and granular reporting tooldsTisco Catalyst module also supports the simatias tracking of thousands of devices from
directly within the WLAN infrastructure when depky with the Cisco Wireless Location Appliance. Tisco Catalyst 6500 WiSM helps
enable maximum access point coverage scalability—ighfveight access points per module (10,000+ les® client devices) and clustering
of up to 3,600 lightweight access points per rogntioamain. For remote-site deployments, Cisco difeothe Cisco Wireless LAN Controller
Module (WLCM) for Cisco integrated services routirat can manage up to six lightweight access poStandalone WLAN controllers (for
example, the Cisco 4400 and 2000) are also availabl

Wireless Voice Call Roaming

Efficient roaming is critical for voice applicatisnwhich are unforgiving of any delays in autheatimn. The Cisco Catalyst 6500 WiSM and
the WLCM offer fast, secure roaming that helps émabice clients to roam between access pointseérsame subnet (Layer 2 roaming) or
between subnets (Layer 3 roaming) without disrupt@voice calls.

Integration with Diverse Wireless Voice Clients

A growing number of client devices support 802.lfeless voice communications today, including dualde cell phones (for example, Nokia
E60, E61, E70), personal digital assistants (PDlagfop soft phones, and Wi-Fi handsets (for exampisco Unified Wireless IP Phone
7920). Cisco offers a licensing program called €i€ompatible Extensions for wireless clients tgttekem interoperate securely with the
Cisco Unified Wireless Network and help enablerioperability of client-side features such as posare mode, QoS, and assisted roaming
that voice communications require. Wireless cliehét support Cisco Compatible Extensions undexgensive testing at an independent
third-party test lab to help ensure support foowvative Cisco features, as well as interoperabilityh the Cisco WLAN infrastructure.



High-Quality Wireless Voice Communications

QoS is vital to enabling reliable, toll-quality wei communication. Cisco wireless access poinenicievices, and Cisco Compatible
Extensions devices include support for Wi-Fi Mukidia (WMM), a component of the IEEE 802.11e WLARMstard that supports priority
tagging and queuing to ensure intelligent handdihgoice communications. Implementing QoS in a WLAldkes network performance more
predictable and bandwidth usage more effectiveodgin the use of Layer 2 admission control, QoSheamaintained under heavy user loads
to meet demanding wireless networking needs.

Services Integration Simplifies the Network

For small businesses and enterprise branches whsite telecom and IT expertise is scarce, theflieiwd data and voice integration are
particularly critical. Cisco is the first and onlgndor to offer customers a fully integrated salntihat meets their telephone system and small
PBX, voice messaging, data routing, switching, s@clrity requirements in a single platform.

By operating as a holistic system, Cisco integra&dices routers are uniquely suited to provideaded security features with the IP PBX
and voice gateway features needed to support BgQaisers with Cisco Unified CallManager Express$ 220 users with Cisco Unified
Survivable Remote Site Telephony.

According to industry consultancy Current Analy$igs convergence of routing protocols, securityises, and voice applications helps
“ensure the integrity and security of both the blanffice network and the central office that tharich is connected to.” In essence, this
allows the integrated services router to becorrexare, all-in-one converged communications hub.

Without this systems approach to small-office arahbh-office IP Communications, customers wouldeas be forced to deploy multiple
devices, systems-integrate their own solutions,speshd more time overall on configuration and ttesifbooting—all while being more
vulnerable to security breaches and QoS problems.

Features of Cisco Integrated Services Routers
e Embedded full-featured call processing in Cisco Ex&ware with Cisco Unified CallManager Expresdailover capability with
Cisco Unified Survivable Remote Site Telephony

e An integrated Cisco Unity Express Advanced IntégraModule (AIM) or network module for local Autottendant and voicemail
o Embedded security for V3PN and encryption

+ Embedded digital-signal-processor (DSP) slots folP/processing and both transcoding and multipantyferencing

¢ Integrated voice WAN interface cards (VWICs) fottbeoice and data connectivity needs

¢ Integrated WLCM, which can simplify the managemefiip to six lightweight access points

 Integrated call-quality monitoring and troublestingtwith the NAM for integrated services routers

¢ Integrated network modules that scale to 24 anadwts, plus 12 foreign-exchange-office (FXO) pant8 digital Basic Rate Interface (BRI)
ports

¢ Integrated low-density switching modules for PoBpbmnes and wireless access points

e Intelligent Cisco I0S Software routing protocolslsas the wide range of QoS protocols

In addition, numerous voice functions, such assiading***, voice gateway (PSTN and PBX), and centivity to older analog devices,
have been integrated into the Cisco Catalyst 6®0@S switch through the Cisco Communications Médiialule. These switch-integrated
functions help to smooth the transition from oldedpoints to IP-based endpoints.



***  Transcoding enables communication betweeffedent types of codecs, which are used to conx@de from analog to digital signals—such as wheta da
packets must be sent from the IP infrastructuresscthe PSTN.



Video as a Simple Addition

The unique advantage of deploying video on a Ciistastructure is the resulting unity of applicatsoand infrastructure. After customers
deploy a Cisco Unified Communications system, @nghlideo is as easy as adding any other applicatidhe network. Cisco Unified Video
Advantage is a video telephony solution comprighrggCisco Unified Video Advantage software applmatand Cisco VT Camera, a video
telephony USB camera. With the Cisco VT Camerahtd to a PC co-located with a Cisco Unified IPiRhaisers can place and receive
video calls on their enterprise IP telephony nekwblsers make calls from their Cisco Unified IP pes using familiar phone interfaces, but
now calls are enhanced with video on a PC, withegtiiring any extra button-pushing or mouse-cligkiwith Cisco Unified Video
Advantage, video is integrated into the Cisco stftacture much like voice and uses the same netintekigence already operating for voice.
This integration helps enable tight weaving of widigto the existing voice and Web meeting workflow&th any phone call, the network
automatically determines if a user's PC is equipwild a Cisco Unified Video Advantage client. Ifars have Cisco Unified Video Advantage,
a video session automatically starts on the PClameous with the initiation of the phone connettiGall features such as call forward,
transfer, conference, and hold are now availablle wideo and are all initiated through the Ciscafidd IP Phone. In addition, the application
itself has intelligence and seeks out network ses/automatically. Cisco Unified Video Advantagget@ates with the intelligent network to
help ensure it has priority settings for efficieideo delivery.

The intelligence of the infrastructure extendstouall types of devices—a laptop, a PDA, a mobilengh or a remote PC—and automatically
determines if the device is video-enabled. If be,required settings are generated automaticaitytlze appropriate switches are instructed to
provide the proper VLAN and QoS settings to alltv video stream.

Without the network intelligence, video cannot beegrated as easily, proper settings require maireuad effort, and manageability is
compromised.

Not only can new endpoints be easily video-enatitedjtional videoconferencing equipment basedhenH.323 videoconferencing standard
can be brought onto the converged network. IT marsagan point Cisco Unified CallManager to thesgesys, and they can be enabled to
automatically register to Cisco Unified CallManagEnereafter they can be controlled by Cisco UdifzallManager.

Dial plans for both video and voice are also indegnl in a Cisco Unified Communications on a Cisetwork solution. Just as a user would
dial a five-digit number to join an audio conferenthe user would dial the same five-digit numlogpin the videoconference. The user simply
dials the number and a screen pop alerts the gagerwhether the videoconference has video avétiabi

From an IT perspective, videoconferencing managéeimeatramatically simplified because call detadards (CDRSs) are also integrated into
and managed by Cisco Unified CallManager. IT marsage longer must download CDRs from two separggtems—the phone and the
video. Instead, all records are located in oneeplac



Integrated Services and Support

As customers migrate to unified communicationsy th@ve found significant benefits in services ampp®rt from a primary vendor. The end-
to-end Cisco Intelligent Network and Cisco Unifiédmmunications services and support provide customith critical benefits that deliver
strategic, business, technical, and cost-savingaradges.

Cisco Systems offers the products, services, tdogp@xpertise, and market leadership that ma&esttong choice as a primary vendor and
business partner. Cisco customers gain unmatcbethrehensive solutions backed by expert servicgesigihout the network lifecycle while
preserving their technology investments for therfeit A few examples of services and support tHégréintiate the Cisco Unified
Communications solution within a Cisco Intellig&tgtwork include:

o Comprehensive planning, design, implementation,ggtiinization services that provide smooth ancciffit migration
e End-to-end, integrated solutions and systems tiea¢asier to order, install, manage, upgrade, aad u

o Cisco in-depth training, certification, and expsgtdelivered by Cisco and worldwide partners

e End-to-end, 24-hour technical assistance and cdrepsive service and support for the complete swoiuti

Companies must protect, optimize, and grow thefivaek platforms using a lifecycle support modelttbeeates business value and operational
excellence. Cisco and its partners provide a &rbe of lifecycle services and support that atécatifor today’s foundation and advanced
networking technologies, including routing, switefpj unified communications, wireless, securityrage, and optical solutions. Cisco and

its partners have a proven record of high cust@atisfaction and industry recognition of leaderdbipservices and support.

In addition, with a fully integrated communicatiosysstem from Cisco (where the IP phones, accedslsgi, access points, routers, Cisco 10S
Software, and other components are from Cisco}pmexs have one point of contact to receive speagiementation and problem resolution.
Problems are quickly resolved by Cisco; customeraat have to first determine whether the problemith the data vendor or with the
telephony vendor. Further, as new features arelajge@—especially those that are based on primamtifums of the Cisco infrastructure such
as Cisco Discovery Protocol—Cisco customers carohédent that they will be among the first to dgptbem—and they will do so with
confidence of complete compatibility between tHepbony and the infrastructure elements.

Ultimately, the many years of experience Ciscowidts unified communications and IP networks medrad tustomers can be confident that
they have the strongest ally in their efforts tpliement a successful, secure, and powerful und@dmunications solution.

For more information, visittp://www.cisco.com/go/voicéttp://mwww.cisco.com/go/unifiecttp://www.cisco.com/go/switching

http://www.cisco.com/go/routindnttp://www.cisco.com/go/wireless contact your local Cisco representative orrgart



http://www.cisco.com/go/voice
http://www.cisco.com/go/unified
http://www.cisco.com/go/switching
http://www.cisco.com/go/routing
http://www.cisco.com/go/wireless
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